ég SIGPwny

FA2023 Week 03 e 2023-09-17

Reverse Engineering Setup

Pete Stenger



Announcements

- We qualified for CSAW!!

- Congrats, we will be sending a team to New York!
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ctf.sigpwny.com

sigpwny{everything is open_source}

THREE YEARS AGO, THE KINGDOM OF LIATE BUT ToDAY, OUR FLAG FLIES PROUDLY
OVERTHREW THEIR OLD ORDER AND ESTABLISHED OVER OUR EMBASSY IN THEIR KINGDOM,
PR A CONSTITUTIONAL MONARCHY. OUR LEADERS  AND THEY WALK OUR LANDS WITHOUT FEAR.
PEME SIGNED A TREATY WITH THEIR QUEEN, AND OUR

SO COME, TRAVELER. LAY DOWN YOUR
BORDERS WERE SET BY THE YARBIS ACCORDS. GRUDGES AND JOIN US 1N BROTHERHOOD.

MANY SAID WAR WOULD BE UNENDING, THAT IT IS TIME NOT TO FIGHT, BUT TO LIVE. THIS IS THE WORST
PEACE WOULD ALWAYS BE A DREAM DEFERRED. - CAPTURE-THE-FLAG

SERVER EVER.
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- Tools to install
- Starter commands
- QGet started
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Tool Installation
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What is Ghidra?

Ghidra is a reverse engineering toolkit developed by the NSA
and made open source

Allows you to disassemble applications - essentially turn an
unreadable application into readable code
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JDK on Windows / Mac
¢
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Check if you have Java

Java should NOT be <11

LGS L WUYLils OGL OCP 1U ZZ:0Usi/ Ull LLYDUUD
~ ) java -version

openjdk version "20.0.1" 2023-04-18

OpenJDK Runtime Environment Homebrew (build 20.0.1)

Open]DK 64-Bit Server VM Homebrew (build 20.0.1, mixed mode, sharing)
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Installing Java Developer Kit

Install JDK 11+ (not JRE!) from Oracle

- The latest version should work
https://www.oracle.com/java/technologies/downloads/#jdk20-windows

Java 20 and Java 17 available now

JDK 20 is the latest release of Java SE Platform and JDK 17 LTS is the latest long-term support release for the Java SE ( ]
5t Learn about Java SE Subscription

pl g

JDK 20 JDK 17 GraalVM for JDK 20 GraalVM for JDK 17

JDK Development Kit 20.0.2 downloads

JDK 20 binaries are free to use in production and free to redistribute, at no cost, under the Oracle No-Fee Terms and Conditions.

JDK 20 will receive updates under these terms, until September 2023 when it will be superseded by JDK 21.

Linux mac0S Windows

x64 Compressed Archive 180.99 MB https://d load.oracle.com/java/20/latest/jdk-20_windows-x64_bin.zip (shz

x64 Installer 16012 MB D jownload.oracle.com/ p /jdk-20_windo 64_bin.exe (sha256)

x64 MSI Installer 15890 MB D lownload.oracle.cor /lates 4_bin.msi (sh.



https://www.oracle.com/java/technologies/downloads/#jdk20-windows

JDK on Linux

Note that we recommend installing JDK and Ghidra on Windows
(not WSL)
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Installing JDK

sudo apt update
sudo apt install openjdk-19-jdk
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Downloading Ghidra

https://github.com/NationalSecurityAgency/ghidra/releases

or Google "github ghidra release”

Download the public archive in assets for the latest release
(ghidra_X.X.X_PUBLIC_XXXXXXXX.zip, not Source code.zip)

Ghidra 10.1.5 (.«

e What's New

e Change History
e |nstallation Guide
e SHA-256: 17db4ba7d411d11beed1638f163ab5d61lef38712cd68e462eb8c855ec5cfbSed

v Assets 3

@ghidrav10.1.S‘PUBLIC~20220726.Zip 328 MB Jul 26, 2022
E)Source code (zip) Jul 26, 2022 &
: Jul 26, 2022 %

mSource code (tar.gz)

© @6 @7) i31) (w2) #12) (@7 89people reacte d @


https://github.com/NationalSecurityAgency/ghidra/releases

‘ o000 Privacy & Security

Q Search ‘ . Apple Advertising >
[ ] || oMy Neworn
u n n I n I I a ‘ . s e
. Notifications Allow applications downloaded from

. Sound  App Store
@® App Store and identified developers
. Focus

(R screen Time Allow accessories to connect Ask for New Accessories &
General
= . FileVault
| | @ Appearance FileVault secures the data on your disk by encrypting its
1 content automatically.
| @ Accessibility

. c Ic WARNING: You will need your login password or a recovery key to access your data.
ontrol Center A recovery key is automatically generated as part of this setup. If you forget both
your password and recovery key, the data will be lost.

Double click ghidraRun.bat B e

Lockdown Mode ‘
= Desktop & Dock Lockdown Mode is an extreme, optional protection that S i / ‘
" should only be used if you believe you may be personally
. Displays targeted by a highly sophisticated cyberattack. Most people lr
are never targeted by attacks of this nature. >
. Wallpaper
When Mac is in Lockdown Mode, it will not function as it
. Screen Saver typically does. Applications, websites, and features will be
strictly limited for security, and some experiences will be
. Battery

- n completely unavailable.
a c I n u x Learn more...
u

Open Terminal, navigate to the directory where Ghidra is
downloaded using something like cd ~/Downloads/ghidra XX

Make ghidraRun executable: chmod +x ./ghidraRun
Launch Ghidra: . /ghidraRun
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Running Ghidra - Mac

After installation, Ghidra needs permission to run the decompiler
binaries

1. Open an x86 binary, and run through the default decompiler

2. When you receive an error, go back to the "Privacy &
Security" tab of settings, and hit "allow" on the binary that
appears there

3. Repeat until you receive no errors when decompiling!
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Python and Pwntools
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What is pwntools?

pwntools is a CTF framework and exploit development library.
Intended to make exploit writing as simple as possible.

>>> sh = process('/bin/sh')
>>> sh.sendline(b'sleep 3; echo hello world;"')
>>> sh.recvline(timeout=1)

bll

>>> sh.recvline(timeout=5)
b'hello world\n'

>>> sh.close()
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Installing Python (Basic)

Mac: Wait for the next slide if you
. would like a more robust
brew install python setup!

python3 -m ensurepip

Windows (WSL)/Linux:
sudo apt update
sudo apt install python3 python3-pip

We recommend Windows users use Python/pwntools in WSL
rather than native Windows

R
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Installing Python (pyenv)

pyenv - version manager for Python
- easily switch between Python versions as needed

curl https://pyenv.run | bash
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Installing Pwntools

python3 -m pip install pwntools

If you get "command not found" you may need to
refresh the shell environment

source ~/.bashrc (source ~/.zshrc)
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Installing Pwntools

Apple silicon "building wheel error”

A A A A A

git clone https://github.com/unicorn-engine/unicorn.git
brew install cmake

brew install pkg-config

brew install gemu

cd unicorn/bindings/python

python3 setup.py install
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What is GDB + GEF?

GDB - Gnu DeBugger

- Debug x86 programs (we will teach you how in Rev llI: x86
Reversing)

GEF - GDB Enhanced Features

- Adds lots of nice features useful for binary exploitation and
reverse-engineering

pwndbg - Alternative for GEF
- More advanced than GEF, slightly different syntax &Q
>



https://github.com/pwndbg/pwndbg

Installing GDB + GEF

Mac:
Just use Docker container, preinstalled

Windows (WSL)/Linux:
sudo apt install gdb
bash -c "$(curl -fsSL https://gef.blah.cat/sh)"
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x86 Docker Container

For debugging and running x86 applications
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Installation (Mac M1/M2 only)

Enable Rosetta:

/usr/sbin/softwareupdate --install-rosetta
--agree-to-license

Download Docker Desktop
— docker.com/products/docker-desktop
MUST BE 4.16.0 or newer to work on Apple Silicon

— enable 'Use Virtualization Framework' in 'Settings > General'
— enable 'Use Rosetta for x86/amd64 on Apple Silicon' in 'Settings >
Features in Development’

Clone our Docker Container
git clone https://github.com/sigpwny/pwn-docker.git

cd pwn-docker CK
£
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You must be
running macOS
12.3 or newer!



https://github.com/sigpwny/pwn-docker.git

Usage

./start.sh

Run to initialize your container. Type ‘y’ to initialize a permanent
container, ‘n’ for a temporary container

./run.sh
Connect to your permanent container after it has been closed

GDB does not work yet :(
— We are trying - it should be theoretically possible, but

it Is hard to setup &g
N~



Visual Studio Code

@ REMOTE EXPLOR... = Containers v & Docke

\ CONTAINERS @® REAL

\v_Other Containers

1 : 1 . /O .
— Install the "Dev Containers" extension e el
. . . zp pwnybot pwnybot pwngv/bot1
— Or, work inside the ~/ctf directory sk s
(shared with docker)

- &1 B %

L 4
ﬁ‘ \ DEVVOLUMES

_—
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https://code.visualstudio.com/docs/devcontainers/containers

Next Steps

- Solve first re, and look at other Rev challenges in the Vault
- Work on CTF problems!
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Next Meetings

2023-09-21 « This Thursday

- Reverse Engineering |
- Intrepreter reverse engineering (Python/JavaScript)

2023-09-23 « This Saturday!

- Fall CTF 2023

- First 350 registered people to show up
(sigpwny.com/register23) get an electronic badge!
Also, free shirt + pizzal
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ctf.sigpwny.com

sigpwny{everything is open_source}

Meeting content can be found at
sigpwny.com/meetings.

LS SIGPwny
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